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How COSO Defines Internal Controls

“A process, effected by an entity’s board of directors,
management, and other personnel, designed to
provide reasonable assurance regarding the
achievement of objectives, effectiveness, and
efficiency of operations, reliability of financial
reporting, and compliance with applicable laws and
regulations.”

3

5 Components of COSO’s Control Framework

Control Environment

> Foundation, discipline, and structure of internal control system
Risk Assessment

> Identification and analysis of risks by management
Control Activities

> Policies, procedures, and practices to carry out management
objectives

Information and Communication

> Supports all other control components by communicating control
responsibilities to employees

Monitoring

> External oversight of internal controls by management and other
parties outside the process
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What Can Go Wrong?

What have we seen?
> Employees writing checks to themselves
> Purchasing equipment – selling / using for personal use
> Credit card abuse
> Wire abuse
> Cash never making its way into the system
> Fictitious vendors / collusion with vendors
> Payroll
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What Can Go Wrong?

> Virginia DeCapria, the fire district’s secretary and treasurer,
also the wife of the department’s former chief, embezzled up
to half a million dollars from the district from 2005 to 2010
> Like most small town embezzlement cases, it started small in
2005 and eventually grew to half of the district’s annual tax
levy in 2010
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What Can Go Wrong?

> DeCapria sent out “extravagant” budget requests which were
granted and never questioned
> She then used the district credit card and the city’s checkbook
to purchase printers, computers, furniture, and appliances
> She also wrote payroll checks in excess of her annual salary,
as well as bonus checks for additional hours worked without
ever adequately documenting those hours

7

How This Happened

> DeCapria requested extravagant budgets and there was no
oversight of any kind from any board
> On top of this, all finances were blindly placed in the trust of
one person and a weak control environment became virtually
nonexistent
> These transactions were never reviewed and she was free to
spend taxpayer money as she pleased
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What Can Go Wrong?

> Donald Hewitt, part-time treasurer in Ira, Vermont, (town of
447 residents) stole more than $400,000 over a
12-year period from 1998-2010
− Hewitt admitted his embezzlement began in the 1980’s but the
losses could not be verified due to incomplete town records

> To put it in perspective, the town government’s annual budget
is only $212,000
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What Can Go Wrong?

> Hewitt regularly wrote himself checks from the town bank
account
− In 2005, for example, he wrote himself a check in excess of his
salary.

> Decided on his own to forgive delinquent tax bills and
pocketed payments from those taxpayers that paid in cash
> Stole from the town’s Equipment and Cemetery Funds to pay
personal expenses
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How This Happened

> Hewitt alone controlled the town’s bank accounts and
prepared the annual report.
> The town’s books were kept at his personal residence
> There was no oversight from other officials and Hewitt alone
reconciled the bank statements each month.
> Checks written to Hewitt personally for salary were authorized
by Hewitt as treasurer. He was the town’s authorized check
signer.
> The town auditors were volunteers, untrained for a municipal
audit. They met only once a year to go over the books.
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Town’s Actions Since the Crime

> A new town office building opened with a vault large enough
to hold the town records
> All the town’s mail comes to the office rather than to the town
officers at their homes
> The Board now reviews all bills and payments
> Bank statements and cancelled checks are examined by
someone other than the preparer
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Why Does Employee Fraud Occur?

The Fraud Triangle

Rationalization
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Why Does Employee Fraud Occur?

Pressure
–

–

Economic factors such as personal financial distress, substance abuse,
gambling, overspending, or other similar addictive behaviors may provide
motivation.
The current national economic recession may serve to increase the
incidence of such financial motivations.

Opportunity
–

The employee has sufficient access to assets and information that allows
him or her to believe the fraud can be committed and also successfully
concealed.

Rationalization
− The employee finds a way to rationalize the fraud.
− Such rationalizations can include perceived injustice in compensation as
compared to their colleagues at for-profit enterprises, unhappiness over
promotions, the idea that they are simply “borrowing” from the organization
and fully intend to return the assets at a future date, or a belief that the
organization doesn’t really “need” the assets and won’t even realize they
are missing.
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Why Does Employee Fraud Occur?

The Fraud Pentagon

Opportunity
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Why Are Governments Victims of Embezzlement?

Management and board
members are often
more trusting
Leveraging operations
that result in less
stringent financial
controls for governments
Cost restrictions may result in:
− Limited or no segregation of
duties due to understaffing;
− Limited resources to develop and
maintain anti-fraud programs and
controls; and
− Inability to maintain internal audit
and/or anti-fraud departments inhouse.

A belief that audits will
catch any fraud
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There is No “Silver Bullet”

You must employ a layered approach
focused on:

− PROTECTION – Lowering the likelihood of
successful fraud attempts

− DETECTION – Ensuring fraud attempts can be
reliably and rapidly detected

− RESPONSE – Knowing what to do when you have
been compromised
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External Audits

External audits can be helpful in ensuring that financial
controls and fraud prevention measures are being followed
and are effective.
The standard audit, however, is not designed and should not
be relied upon to detect fraud.
The Association of Certified Fraud Examiners reports that less
than 10% of frauds are discovered as a result of an audit by an
independent accounting firm.
Auditors generally only have a responsibility to give
“reasonable” assurance that no material misstatements in
financial statements have been made.
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External Audits

While auditors are required to approach the audit with a
skeptical attitude and must not overly rely on client
representations (SAS 99), auditors do not have an absolute
responsibility for the detection of fraud.
Specific fraud audits are available and are encouraged when
there is any suspicion of fraud.
When fraud audits are conducted, the auditors give greater
scrutiny to certain items and another auditor within the firm will
often take a second look at the audit to decrease the

chance that anything was missed.
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Fraud Risk Assessments

The Institute of Internal Auditors (IIA) practice standard 2120.A2
states that, the internal audit activity must evaluate the potential
for the occurrence of fraud and how the organization manages
fraud risk.
The purpose of a fraud risk assessment is to identify where fraud
may occur within an organization and how it may be perpetrated.
The Assessment Process:
1. Define fraud as it pertains to the organization’s industry, culture, and
tolerance for risk;
2. Determine scope (e.g., entity-wide, process-level);
3. In collaboration with management, identify relevant fraud risks and
scenarios;
4. Conduct facilitated brainstorming sessions to identify additional fraud
risks, that includes employee participation at additional levels (e.g.,
process owners, staff).
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Strong Compliance Program

The best way to prevent embezzlement and to protect
an organization is a comprehensive and vigorous
compliance program that must be more than a “mere
paper program.”
Any effective compliance program will:
− Be tailored to the specific organization, such
that the controls mitigate the risks inherent in
that organization’s business and address any
applicable government regulations and industry
standards.
− Include a corporate code of ethics. The
organization’s commitment to ethical behavior
should be clearly and concisely communicated
to the governing body, management, and
employees. This commitment to the code
should be affirmed by all employees on a
periodic and ongoing basis.

Company
Handbook

Your organization’s
compliance policy
outlined here
2011

Cont.
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Strong Compliance Program

− Be owned by senior management. Management must be
proactive. The Board / Council must have ultimate oversight
and control of the program.
− Provide for regular education and training for directors,
management, and employees.
− Be regularly monitored and audited to ensure that it is
working.
− Contain effective means to report violations and concerns,
such as whistleblower hotlines or other anonymous
reporting mechanisms.
− Provide for meaningful discipline for violation of the policy.
A reputation for aggressively investigating fraud can have a
strong deterrent effect while a reputation for ignoring
possible fraud is an invitation to commit fraud.
− Require that appropriate steps are taken if a crime occurs.
− Address any control weaknesses uncovered.

Company
Handbook

Your organization’s
compliance policy
outlined here
2010
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Preventing Embezzlement

Set the Tone at the Top

Management,
including
the governing body
needs to
“set the tone at the top”
for ethical behavior

Management must set a good
example for fair and honest
business practices
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Role of the Board or Council

Board and Council responsibilities
Satisfying Board / Council obligations requires hands-on oversight of
management.
> Review financial and other business records
> Question management
> Ensure the organization’s policies, procedures, and mission
are followed
At least one board / council member should have relevant financial
experience.
Invite citizen and outside participation on Boards / Committees (legal
counsel).
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Control Measures to Consider

1. Double Signatures & Authorizations
− Multiple layers of approval will make it far more difficult for embezzlers to
steal from your organization.
− For expenditures over a pre-determined amount, require two signatures
on every check, and two authorizations on every cash disbursement,
written in your internal policy.
− Consider having a board or council member be the second signatory or
provide authorization for smaller organizations.
− With credit cards, require prior written approval for costs estimated to
exceed a certain amount.
− The person using the credit card cannot be the same person approving
its use.
− Implement review procedures over credit card statements.
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Control Measures to Consider

2. Require Backup Documentation
− All check and cash disbursements must be accompanied by an invoice
showing that the payment is justified.
− If possible, the invoices or disbursement request should be authorized by
a department head manager who did not order the goods, will not be
signing the check, and is not involved in the reconciliation process.
− Only pay from original invoices.
− Have a process for approving new vendors.
− Follow your internal policies (do you have a policy?!?)
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Control Measures to Consider

3. Never Pre-sign Checks
− You would be surprised by the number of small organizations that do this
if a staff member will be on vacation.
− Keep blank checks and signature stamps locked up.

CASE EXAMPLE
An assistant to an executive director of a nursing home had the
directors signature stamp locked in her drawer. She stole millions
of dollars from the organization by writing checks to herself and
using the director’s signature stamp. The director never looked at
the checks.
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Control Measures to Consider

4. Segregation of Duties
− One individual should not be responsible for an entire financial
transaction.
− Money Coming In: No single individual should be responsible for
receiving, depositing, recording, and reconciling the receipt of funds.
− Money Going Out: No one person should be responsible for authorizing
payments, disbursing funds, and reconciling bank statements.
− If the organization does not have enough staff on hand to segregate
these duties, a board or council member should play a more active role.
Consider having a board or council member open the bank statements,
review the reconciliations, review the credit card statements, approve
journal entries.
− Require employees who hold financial positions to take an uninterrupted
vacation for two weeks. Do not let them work from vacation. This permits
transactions to clear properly in their absence. If you have an employee
who refuses to go on vacation, that could signal a problem.
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Control Measures to Consider

5. Conduct Background Checks
− Background checks on new employees and volunteers are important.
Many organizations skip this basic step.
− The Association of Certified Fraud Examiners reports that 7% of
embezzlers have been convicted of a previous crime.
− Background checks can reveal undisclosed criminal records and prior
instances of fraud, allowing you to avoid a bad hire in the first place.
− They are also fairly inexpensive, and should be made a part of your hiring
process.
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Control Measures to Consider

6. Bidding Process
− Follow state statutes with respect to bidding projects.
− Large contracts should be reviewed and voted on by the board or
council.

7. Fixed Asset Inventories
− Conduct a fixed asset inventory review at least once per year to ensure
that equipment (computers, printers, etc.) is not missing.

− Record the serial numbers of the equipment and consider engraving an
identifying mark on each item in case of theft.

8. Board / Council Oversight
− The Board or Council should be actively engaged in the financial
activities of the municipality.
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Control Measures to Consider

9. Encourage Whistleblowers
− Provide a means of anonymous communication.
− Employees may not report theft or mismanagement if they believe their
job is in jeopardy.

− Employees must have a manner in which to contact a board or council
member in the event something needs to be reported, and they do not
feel comfortable reporting to management.

− Board and council members must be prepared to take these reports
seriously, keep the reporting employee protected and contact legal
counsel.

31

Control Measures to Consider

10. Automated Controls
− Ongoing monitoring and feedback mechanisms (e.g., system generated
email sent to management if individual is altering data in employee
records.)

− Physical access control by security codes and badges.
− System (computer) access control by usernames, passwords, security
tokens, and encryption.

− Segregation of duties by setting rights and permissions to execute
various electronic tasks (e.g., entering, approving, and printing checks).

− Data mining and analysis by testing electronic data for red flags.
> Fictitious vendors
> Duplicate payments
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Control Measures to Consider

10. Automated Controls (cont.)
− Use notification/ alert services
> Sign up to receive text or e-mail notifications alerting you of
electronic debits to your accounts.

− Positive pay exception notifications
− Wire notifications – incoming/outgoing
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Control Measures to Consider

11. Discuss Fraud Risk and Internal Controls by
Educating Employees
Regular (e.g., annual, quarterly) discussion of:
−
−
−
−

What the threats are
Internal control principles
Organizational policies and procedures
Incident response- what could go wrong and how to handle it in
accordance with professional and legal standards – especially in “grey”
areas.

Identify key fraud risks and mitigating internal controls.
− Develop fraud risk matrix or framework
− Map risks and controls to identify any potential gaps
− Update annually as part of fraud risk assessment process.
What to do if they perceive a threat:
− Who to contact
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Control Measures to Consider

12. Institute Dual Custody
One person initiates, another approves from a different computer

− Online payment transactions
− ACH
− Wire transfer
> Self administration changes

− Password reset
− User enablement
> Online payment transactions
Be aware of collusion risks

− Select approvers that are less likely to collude
− Example: in different departments
Option exists to require multiple approvals
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Control Measures to Consider

13. Institute Transaction and Daily Limits
− Set online wire initiation limits for each employee
> Dollar amount
> Account number
> Wire type

− Review organization and account limits regularly
− Evaluate limits that are higher than necessary
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Control Measures to Consider

14. Diligent User Management
− Audit users on a regular basis, especially those with transaction
privileges.

− Review user privileges often to ensure no one has unauthorized or
unnecessary access.

− Limit transaction privileges to an absolute minimum – needs only basis.
− Apply separation of duties for key money movement activities.
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Control Measures to Consider

15. Monitor and Reconcile Accounts Daily
− One of most effective ways to catch suspicious activity as soon as
possible, limiting further or substantial damage.

− Establish internal processes to review key operating accounts and
accounts on which you issue checks!

− Immediately call your financial institution if you notice anything out of the
ordinary.
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Best Practices of Cash Management

> Establishing internal controls that are tailored to specific
situations
− Value of internal controls should be evaluated – cost v. benefit
− Needed in ALL levels of the organization / ALL departments that
handles cash/cash equivalents
− Document and communicate the expectations
− Reasonable assurance that intended safeguards are being
practiced consistently i.e. monitoring
− Holding people accountable
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Best Practices of Cash Management

Cash Management Guidelines
> Transactions should occur after
approval from an individual(s) with
authority (i.e. they are authorized to
give approval)
> Transactions should be fully
documented / supported so an
undisputable paper trail exists
> Record transactions during each step
of the cash handling
> Enhance reconciliation and
accountability with serially numbered
forms (i.e. pre-numbered receipts)
> Provisions made for reviews and
comparison of transaction
documentation to detect errors and
duplicate payments

> Approval of adjustments should
be administratively controlled
> Segregation of duties, such as
maintenance of A/R, cashiering,
accounting , disbursing, and
collecting funds
> Review accounts and reconcile
with subsidiary records
> Restrict access and
administrative control of the funds
and fund records
> Train employees
> Collections and disbursement
should not be commingled
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Best Practices of Cash Management

> Checks received in collections
should be endorsed, receipted and
safeguarded until deposited
> Process deposits within a specified
time and reconcile against funds
received
> Promptly process disbursements
and reconcile cash daily
> Any cash outside of Treasury
should be maintained at a minimum
amount (enough to cover current
transactions)

> Implement procedures regarding
wire transfers
> Draft policies and procedures that
work for your municipality and
follow them

These are just some guidelines to ensure that good
internal controls are implemented
Cash handling techniques and methods change as programs change and
as new collection and disbursement technologies evolve over time
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Best Practices of Cash Management

Guidance to Timely Deposits
> Legitimate reasons for not depositing funds within three
business days:
− Receipts are collected in a department that is not near the
Treasurer’s office / local depository
− Aggregate receipts on hand are less than $500
− Limited staff resources
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Best Practices of Cash Management

Cash and Reconciliation Procedures
> Performance of reconciliations should be done by
management; and an independent supervisory review over
the cash and the receipts process
− An individual that is independent of cash receipt process should
summarize cash receipts
− An individual that is independent of cash receipt function should
compare actual currency and coins deposited with what was
received

43

Best Practices of Cash Management

Physical control should be established to secure and safeguard
cash, checks, and other negotiable instruments received
> Cash, checks, and other negotiable > Access to these safes, vaults, or
instruments should be secured by
security devices should be limited to
a locking device, such as cash
individual that requires access in
register, safe, vault, or locking file
their job duties
cabinet.
> Periodically, management count
> DO NOT leave unattended during
cash on hand and compare to cash
the day
receipt tickets
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Concluding Thoughts on Internal Controls

Control Environment
> Reduce risk to an acceptable level
− No internal control system can completely eliminate the risk of fraud
− No internal control system can catch all errors

> Be cost-effective
> Contribute to the effectiveness of one or more of the five
components of the COSO Internal Control integrated framework
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Concluding Thoughts on Internal Controls

Control Environment
> Internal controls are not static
> Organizations have to expect that controls will change over
time as risks and processes change
> The organization should have processes in place to update
its identification of risks as well as to monitor the continuing
effectiveness of its internal control system
> Needs to be changed / updated on a regular basis
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Concluding Thoughts on Internal Controls

Control Environment
>
>
>
>
>
>
>

Integrity and Ethical value
Governing Body
Management’s Philosophy and Operating Style
Organizational Structure
Financial Reporting Competencies
Authority and Responsibility
Human Resources
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Concluding Thoughts on Internal Controls

Importance of Documentation
> Inadequate documentation is one reason many entities are
surprised to find out their system of internal controls is not
effectively designed or implemented
− Provides guidance for implementing controls
− Basis for training new personnel about controls
− Provides evidence that controls have been operating effectively

48

Concluding Thoughts on Internal Controls

How to Segregate Duties
− To ensure no one/group of employees has complete control over
cash handling process, separate duties amongst different
employees with respect to authorization, processing and
recording, receiving funds, reviewing and monitoring, and
custodial functions
− Assign the duties to a number of employees, when applicable
(like small towns), to ensure effective checks and balances exist
− Employee(s) who have no responsibility to access A/R or cash
accounts files/documents, should be responsible for opening mail
− Reconciling bank accounts should be in the care of an
employee(s) who has no responsibilities with cash receipts,
disbursements, or custody
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Concluding Thoughts on Internal Controls

Final Thoughts
> No matter how small the municipality, internal controls
need to be in place!
> A standard audit is not designed and should not be relied
upon to detect fraud
> Simple “blind faith” in a trusted employee alone is not
sufficient
> Even a small amount of internal controls can go a long
way
> Those involved in the controls process must be engaged
in the process
> Tone at the top is critical
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Questions?

54

